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Throughout 2020, the COVID-19 pandemic created something of a new playground
for hackers. In response, many institutions fortified cybersecurity systems and
fast-tracked digital transformation initiatives. But what does the landscape for
cybersecurity and the evolution of threats
look like in 2021?
We don’t have a crystal ball, but here are
five cybersecurity trends to watch out for
in the new year.
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1. Increased social engineering attacks
Social engineering, a non-technical strategy that relies on human interaction and
often involves deceiving people into
breaching standard security practices, will
only increase in the new year. In
fact, Microsoft reports that social engineering attacks have jumped to 20,000 to
30,000 a day in the U.S. alone. And as
criminal groups gain more and more monetary success, they will improve their
engineering techniques and procedures.
Common tactics will become more advanced and increasingly enable attackers
to gain access to confidential information.
Social engineering attacks like phishing,
fraudulent communications that are disguised as legitimate; spear phishing, highly targeted attacks that use personal
information to gain trust; and pretexting, a
series of lies pretending to need sensitive
information from a victim to perform an
urgent task, will only become more prevalent and dangerous.
2. Exposure of known and unknown internet-facing vulnerabilities
Any network connected to the internet is
exposed to internet-facing vulnerabilities,
which includes any system that has an IP
address or hostname resolving publicly in
DNS. Therefore, remote workers using a
VPN, Remote Desktop Protocol (RDP) or
other access tool are at risk – especially
as organizations continue to expand their
internet presence through increased operation and use of interconnected internet
accessible systems.
In 2021, cybercriminals will increasingly
use tactics that focus on compromising
internet-facing infrastructure – exploiting
vulnerabilities in unpatched servers with
stolen credentials or identify potential
victims with exposed RDP connections or
FTP servers. Organizations with ineffective, outdated cybersecurity systems are
at risk – gone are the days where endpoint security solutions and perimeter
defenses do the job.
3. Exploitation of system administration
tools
Cybercriminals have long used system

administration and other legitimate administration and management tools to
breach enterprise networks. In fact, according to a study conducted by Positive
Technologies, more than 50% of threat
groups leverage publicly available penetration testing and system administration
tools to develop attack strategies.
As IT systems become increasingly interconnected in 2021 and beyond, exploitation of system administration and penetration tools, like Cobalt Strike, PowerShell
Empire and BloodHound, will also increase. Bad actors will progressively use
these tools, already installed on target
computers, to run harmful software directly into the computer’s memory – significantly reducing their chances of being
detected.
4. Lack of instrumentation and monitoring of critical systems
The lack of instrumentation and monitoring of critical systems can be due to several factors, like alert fatigue and overload,
shortage of trained security engineers and
poor automation. However, the root cause
is generally a gap in cybersecurity skills.
According to the study of cybersecurity
professionals by the Information Systems
Security Association (ISSA) and independent industry analyst firm Enterprise Strategy Group (ESG), 70% believe their organization has been impacted by the global
cybersecurity skills shortage. Further, 45%
of respondents believe the cybersecurity
skill shortage and its impact have gotten
worse over the past few years. This gap
can cause rising security incidents – leading to lost productivity, breach of sensitive
information and increased resources for
remediation.
In order to close the gap and take a step
in the right direction in 2021, business
leaders, CISOs, cybersecurity professionals, HR and educators must invest more in
education, awareness, training and scholarships – leading the way for new generations to tackle the cyberthreats of tomorrow.
5. Human-operated ransomware on the
rise
Human-operated ransomware attacks are
controlled by skilled, adaptable criminals
who are usually motivated by financial
gain, and spend weeks, months or even
years identifying and overcoming organization defenses to maximize the impact of
their attacks. Criminal gangs are beginning to concentrate resources on more
lucrative targets, as opposed to spray and
pray techniques, seeing as pay off from
larger victims can be in millions of dollars.

These big game ransomware attacks
have become more powerful over the
years and will continue to grow and
cause more damage in 2021 and
beyond. In fact, one in three attacks
is enterprise ransomware
and 24% of cyberattacks happen
through ransomware.
There are three main paths through
which ransomware can enter a device or system: email phishing, social
media phishing and exploit kits
(automated programs). To convince
users to click, cybercriminals use
extensive research and intelligence
to find tactics, techniques and procedures that will be effective on the
victim – including authentic email
addresses, logos, grammar and tone.
In 2021, hackers will find new ways
to craft seemingly genuine messages
to entice unsuspecting targets to
open the message without thinking.
The only way to protect against human-operated ransomware attacks
is to identify suspicious links, continuously scan for vulnerabilities, keep
software up-to-date and ensure your
organization has a strong cybersecurity posture and adequate cybersecurity training for employees.
A proactive new year resolution
Embracing these cybersecurity practices in advance can help your institution gain strategic advantage,
differentiate itself from the competition and shift from a reactive to a
proactive cybersecurity state of
mind.
According to Accenture’s 2020 Cybersecurity Report, with a more
proactive security strategy in 2021,
organizations can incur fewer
breaches, identify security events
faster and minimize attack damage
more effectively and efficiently than
those who wait for trends to take
root. Don’t get left behind – get
proactive about your cybersecurity
posture now.

Thank you to those of you that joined us for
our monthly engineering training, “Effective
Communication with Property & Facility Management.” We dove into professional email
etiquette including tone, timely responses,
and being detailed. Additionally, we addressed management transitions, effective
vendor management, and Paragon’s support
when issues come up. We hope that we were
able to share knowledge and recommendations that can help improve our communication overall. If you attended the meeting,
please fill out the survey that was sent via
email so that we can get your feedback and
better tailor our
next trainings to
your needs. We
look forward to
seeing you at our
March
Virtual
Training!

Did you know that we deal with
snow? Paragon oversees a property
in Lake Tahoe for one of our clients. Along with the regular building
maintenance services, our on-site
engineer deals with snow management including, roof issues, asphalt
issues, snowplowing, and pedestrian
walkway safety. Careful thought
goes into snow melt options because few brands are pet
friendly. What may be safe
on a roof may not be appropriate for a sidewalk. When
it comes to removing snow,
you can use a vendor (which
can be costly and sometimes
unavoidable) or you can remove it by yourself. When working on snow removal,
it’s vital to wear clothing similar to ski gear because,
after all, this work is rarely done in ideal conditions.
Pay attention to your body and stay hydrated.

Every year, more than 100,000 fires occur in
non-residential properties. According to the
Federal Emergency Management Agency
(FEMA), when a business experiences a disaster, including fire, more than 40 percent of
these businesses never reopen, and only 29
percent are still operating two years after the
event. While the rate of all building fires has
been slowly declining over the last decade,
annually the United States still incurs approximately 1.5 million structural fires causing nearly 3,000 deaths and costing over $10
billion in direct property damage. Therefore,
lessening the number, severity, and impact of
fires is a crucial charge for building owners.
Fire prevention consists of programs and
activities that minimize the likelihood of fire,
while fire protection is about ensuring that
fire systems have been properly installed and
are being effectively maintained to minimize
the severity of a fire. Implementing the various programs and processes to ensure these
desired qualities are being effectively met
may include personnel education and training, facility and process design reviews for
fire safety, facility inspections, system inspection, testing, and maintenance (IT&M),
as well as the compliance reviews of the applicable codes and fire standards.
Maintaining compliance with the various fire
protection requirements requires considerable
knowledge and coordination with other entities. This becomes even more difficult during
a pandemic or economic hardships when onsite staffing and resources may not be readily
available or affordable. Coordination is needed with multiple agencies and organizations
including: the insurance carrier for the building and occupant, local building officials,
appointed Authority Having Jurisdiction,
IT&M performers, local fire department, and
facility engineering personnel.
Owners are required to and must become
familiar with and understand the applicable
fire safety requirements, not only for their
facilities and continued operations, but also
for the safety and security of their employees
and other occupants. As an owner or responsible tenant, a number of features must be
understood and some specific questions must
be reviewed to ensure the fire safety of the
business. These include questions regarding
the facility construction and fire protection
features, the hazards of the business operations, as well as the anticipated actions by
employees during a fire emergency.
Facility Features
The construction features of a facility have a
significant role in the reduction of fire risk.
The applicable codes and standards must be
used to determine the appropriate construction features and materials based on the size

and occupancy. Various construction materials
are available ranging from fire resistant
(concrete and/or protected steel) to ordinary
combustible (wood frame). Interior finish materials can also impact the overall risk.

3. Are routine inspections conducted to assess any changing conditions that could impact the overall risk of fire?
4. Are hot work and fire system impairment
controls in place that protect your business?

Certain fire separation and protection features
may also be required by local codes and standards. This could include one or more of the following: rated fire walls, fire barriers, fire doors
and dampers, smoke removal systems, automatic sprinkler systems, an adequate water supply,
and a fire alarm and detection system. Designated exits and egress routes need to be maintained
clear and unobstructed. The following questions
should be considered regarding the features of a
facility’s design and construction as related to
fire safety.

Personnel Features
One of the most important, and oftentimes
overlooked, fire prevention and protection
features involves the personnel within a facility. It is vital that the people working in a
facility are knowledgeable of the hazards
within their area and are effectively trained
and capable of minimizing the risk of fire.
This includes the proper correction or management notification of hazard changes
within their work area as well as the ability
to take the appropriate actions should an
emergency occur. Answer these questions
about your fire protection personnel.
1. Are personnel familiar with the hazards
within the facility?
2. Are employees encouraged and given the
authority to correct or report hazards or
changing conditions to management?
3. Are personnel trained and familiar with
the appropriate emergency response to a
fire?
4. Are they familiar with the process for
activating a fire alarm?
5. Are they knowledgeable on proper egress
and exit procedures?
6. Do personnel evacuate or are they required to take mitigation actions?
7. If personnel are expected to evacuate, are
they familiar with egress paths and staging
areas once outside? Who is responsible for
personnel accountability?
8. If employees are expected to take actions,
have they had appropriate training for using
fire extinguishers, verifying protection system operation, and directing emergency response personnel?

1. Have the facilities been designed and built to
meet fire safety requirements?
2. Are required construction features fire resistive and in good repair?
3. Are any required fire barriers properly installed and maintained? This includes fire doors,
fire barrier penetrations, and fire dampers.
4. Are building fire suppression systems
(automatic sprinklers) required?
5. Is there an adequate and reliable water system
available to supply both the automatic sprinkler
system and the use of external fire hydrants?
6. Are remote and/or local fire alarm systems
required?
7. If fire systems are required, are these systems
installed properly and are they obtaining the
proper level of IT&M?
8. Are exits and egress routes properly marked
and maintained?
9. Are emergency lights, exit signs, fire extinguishers, or other fire safety features installed as
required?
Operational Features
The specific hazards involved with facility activities and operations are varied and need to be
properly assessed. The overall risks and protection features are significantly different in an
office occupancy, a manufacturing activity, and
any areas used to store or dispense hazardous,
combustible, or flammable materials. The hazards of each activity must be properly assessed
to verify the risks are being properly managed.
The different activities and operations may require totally different fire prevention or protection features to effectively minimize the risks of
fire. Facility managers should consider these
operational fire safety questions.
1. Are the fire risks associated with the storage
and handling of materials understood and
properly protected? This could include flammable and combustible materials, toxic or hazardous chemicals, high piled storage of combustible materials, and hazardous gasses.
2. Are special fire hazards, such as flammable
liquids dispensing, properly protected?

To keep staffing and overhead expenses low,
many business owners and tenants often
look to outside expert consultants to supplement their staff to ensure their fire prevention and fire protection programs are continuing to ensure the safety of employees, facilities, and operations. Even if your business
has staff knowledgeable in fire protection or
prevention processes, having an independent
expert conduct an on-site visit to review
your programs and procedures could be beneficial to help lower your overall risk from
the devastating effects of fire.
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3/8 - William Profet
3/9 - Geoffrey Dawson
3/10 - Carlos Orozco
3/13 - Victor Sillas

3/24 - Edgar Martinez
3/25 - Jose Mendoza
3/25 - David Rodriguez
3/26 - Marco Cortez

3/14 - Jesus Briones
3/15 - Ray Vidrio

27

3/19 - Froilan Vazquez
3/22 - Domingo Tostado
3/22 - Alex Lanza

Ingredients:
1 oz Cointreau
1 oz Blue Curacao
1 oz Malibu
3 oz Orange Juice
Simple Syrup
For the rim: Orange Sanding Sugar
Directions:
Grab a cocktail shaker and fill it about 1/4 of the way full with ice.
Now add the Cointreau, Blue Curacao, Malibu, and Orange Juice to
the shaker and shake well.
Set to the shaker to the side to prepare your glass.
Using 2 appetizer plates pour simple syrup on plate 1 and orange
sanding sugar on plate 2.
Dip the rim of your martini glass in the simple syrup making sure all
edges are covered.
Now dip the glass in the sanding sugar, let sit for 30 seconds, then
lift up and shake off excess.
Sit the glass to the side for 1 minute for the sanding sugar to set.
Pour your martini into the glass and enjoy!

Q: What do you get when you cross a four-leaf clover with poison
ivy?
A: A rash of good luck.
Q: Why shouldn’t you iron a four-leaf clover?
A: You might press your luck!
Q: How is a best friend like a 4-leaf clover?
A: Because they are hard to find and lucky to have.
Q: How can you tell if an Irishman is having a good time?
A: He’s Dublin over with laughter!
Q: Why do people wear shamrocks on St. Patrick’s Day?
A: Regular rocks are too heavy.
Q: What do you call a fake Irish stone?
A: A shamrock!
Q: What do they call the Irish jig at McDonald’s?
A: A Shamrock Shake!
Q: Why do frogs like St. Patrick’s Day?
A: Because they’re always wearing green!
Q: What do you call an Irish spider?
A: Paddy long legs!
Q: When is an Irish Potato not an Irish Potato?
A: When it’s a FRENCH fry

